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Motivation

De�nitions

Instant Networking

Instant Networking describesthe processof setting up a network
(logical and symbolic addressing)without manualcon�guration.
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Motivation

De�nitions

Instant Networking

Instant Networking describesthe processof setting up a network
(logical and symbolic addressing)without manualcon�guration.

DynamicServiceDiscovery

DynamicServiceDiscoverydescribesthe processof o�ering and
�nding serviceson the network without a-priori knowledgeabout
the speci�c service.
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Motivation

ManagedNetwork Scenario

Printer
Workstations

Laptops

Servers

WiFi
Access Point

ManagedNetworks havea group of administrators that control all
con�guration criteria with central managementservers.
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Motivation

Ad-hoc Network Scenario

Printer

No Infrastructure

In an Ad-hoc Network all machinesare equal,there is no
authoritative serverto determinethe con�guration. Nodesact in a
peer-to-peer fashion.
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Motivation

What is this talk about?

Utilities to localizeand useservicesin the network
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Motivation

What is this talk about?

Utilities to localizeand useservicesin the network

Do this without manualcon�guration
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Motivation

What is this talk about?

Utilities to localizeand useservicesin the network

Do this without manualcon�guration

If possiblealsoscaleto managedenterprisenetworks
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Motivation

What is this talk about?

Utilities to localizeand useservicesin the network

Do this without manualcon�guration

If possiblealsoscaleto managedenterprisenetworks

If possiblere-useexistingtechniques
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Motivation

What is this talk about?

Utilities to localizeand useservicesin the network

Do this without manualcon�guration

If possiblealsoscaleto managedenterprisenetworks

If possiblere-useexistingtechniques

Accomplishedby a set of protocolsusuallycalledZero
Con�guration Networking (ZeroConf)
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Networking Requirements

AcronymsUsed

IP - Internet Protocol

TCP - TransmissionControl Protocol

UDP - UserDatagramProtocol

DNS - DomainNameSystem

SDP - ServiceDiscoveryProtocol
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Networking Requirements

What is Neededto AccessNetwork Services?
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Networking Requirements

What is Neededto AccessNetwork Services?

Layer 1 and 2
FixedAddresses,no con�guration
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Networking Requirements

What is Neededto AccessNetwork Services?

Layer 1 and 2
FixedAddresses,no con�guration

Layer 3
Logicaluniqueaddresses(IP address)
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Networking Requirements

What is Neededto AccessNetwork Services?

Layer 1 and 2
FixedAddresses,no con�guration

Layer 3
Logicaluniqueaddresses(IP address)

Layer 4 and 5
Today UDP and TCP are widely
usedfor layer 4
Neededbasicinformation:

Host (IP address)
Port number

ServiceDiscoveryin sessionlayer
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Networking Requirements

What is Neededto AccessNetwork Services?

Layer 1 and 2
FixedAddresses,no con�guration

Layer 3
Logicaluniqueaddresses(IP address)

Layer 4 and 5
Today UDP and TCP are widely
usedfor layer 4
Neededbasicinformation:

Host (IP address)
Port number

ServiceDiscoveryin sessionlayer

Layer 6 and 7 do not need
modi�cations
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Networking Requirements

What is Neededto AccessNetwork Services?

ZeroConfacts in layers3 to 5

Layer 3: AutoIP

Layer 4/5: Multicast DNS and
DNS-basedServiceDiscovery
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1 Introduction

2 Instant Networking
Overview
DynamicHost Con�guration Protocol (DHCP)
Link-Local IPv4 Addressing(AutoIP)

3 NameResolution

4 ServiceDiscovery

5 Summary
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Overview

What is Instant Networking About?

ManagedNetworks: DynamicHost Con�guration Protocol
(DHCP)
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Overview

What is Instant Networking About?

ManagedNetworks: DynamicHost Con�guration Protocol
(DHCP)

Ad-hoc Networks: Link-Local IPv4 Addressing
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Overview

What is Instant Networking About?

ManagedNetworks: DynamicHost Con�guration Protocol
(DHCP)

Ad-hoc Networks: Link-Local IPv4 Addressing
Fundamentaldi�erence in managedand ad-hoc networks:

ad-hoc network is not managedby a central group
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Overview

What is Instant Networking About?

ManagedNetworks: DynamicHost Con�guration Protocol
(DHCP)

Ad-hoc Networks: Link-Local IPv4 Addressing
Fundamentaldi�erence in managedand ad-hoc networks:

ad-hoc network is not managedby a central group
a component may not be connectedall the time
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Dynamic Host Con�guration Proto col (DHCP)

DHCPFacts

De�ned in RFC 2131

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

Dynamic Host Con�guration Proto col (DHCP)

DHCPFacts

De�ned in RFC 2131
Centralserverdistributesnetwork con�guration:

IP address,DNS info, etc.
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Dynamic Host Con�guration Proto col (DHCP)

DHCPFacts

De�ned in RFC 2131
Centralserverdistributesnetwork con�guration:

IP address,DNS info, etc.

There may be multiple serversper network
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Dynamic Host Con�guration Proto col (DHCP)

DHCPFacts

De�ned in RFC 2131
Centralserverdistributesnetwork con�guration:

IP address,DNS info, etc.

There may be multiple serversper network
Uselessfor ad-hoc. Runninga DHCP serveron eachnode is
not an option

Eachnode may providedi�erent con�gurations: con
icts
Although all nodesshare the samephysicalnetwork they may
be in di�erent logicalnetworks
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927

Works only on the local link

De�nition (Local Link)

Two machinesare on the samelocal link i�:

they can exchangepackets usingunicast,multicast or
broadcastthat arrive with unmodi�ed payload

a broadcastsendby onemachinecan be receivedby all other
stations

Simpli�cation:

no routersare passedby a packet

the machinescan sendIP packets with a time-to-live of 1
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927

Works only on the local link

Special IPv4 pre�x 169.254/16reservedby the
Internet AssignedNumbersAuthority (IANA)
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927

Works only on the local link

Special IPv4 pre�x 169.254/16reservedby the
Internet AssignedNumbersAuthority (IANA)

No central serverto provideaddresses
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927

Works only on the local link

Special IPv4 pre�x 169.254/16reservedby the
Internet AssignedNumbersAuthority (IANA)

No central serverto provideaddresses

Con
icts possible,methods exist to resolvethese
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Link-Lo cal IPv4 Addressing (AutoIP)

AutoIP Facts

Peer-to-peer IP addressreservation,RFC 3927

Works only on the local link

Special IPv4 pre�x 169.254/16reservedby the
Internet AssignedNumbersAuthority (IANA)

No central serverto provideaddresses

Con
icts possible,methods exist to resolvethese

Only IP addresses,no DNS info, routing info etc.
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Link-Lo cal IPv4 Addressing (AutoIP)

UsageExample

Example(Gatheringa valid IP address)

Host B is alreadycon�gured, Host A joins
the network and starts IP con�guration

1 ChooserandomIP from
169:254:1:0; :::; 169:254:254:255
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Link-Lo cal IPv4 Addressing (AutoIP)

UsageExample

Example(Gatheringa valid IP address)

Host B is alreadycon�gured, Host A joins
the network and starts IP con�guration

1 ChooserandomIP from
169:254:1:0; :::; 169:254:254:255

2 Checkif IP is taken in network
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Link-Lo cal IPv4 Addressing (AutoIP)

UsageExample

Example(Gatheringa valid IP address)

Host B is alreadycon�gured, Host A joins
the network and starts IP con�guration

1 ChooserandomIP from
169:254:1:0; :::; 169:254:254:255

2 Checkif IP is taken in network

3 If con
ict try anotherIP (if not IPs
tried)
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Link-Lo cal IPv4 Addressing (AutoIP)

UsageExample

Example(Gatheringa valid IP address)

Host B is alreadycon�gured, Host A joins
the network and starts IP con�guration

1 ChooserandomIP from
169:254:1:0; :::; 169:254:254:255

2 Checkif IP is taken in network

3 If con
ict try anotherIP (if not IPs
tried)
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Link-Lo cal IPv4 Addressing (AutoIP)

UsageExample

Example(Gatheringa valid IP address)

Host B is alreadycon�gured, Host A joins
the network and starts IP con�guration

1 ChooserandomIP from
169:254:1:0; :::; 169:254:254:255

2 Checkif IP is taken in network

3 If con
ict try anotherIP (if not IPs
tried)

4 If valid IP success,if there is no
con
ict responseafter a few claims
successis assumed
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1 Introduction

2 Instant Networking

3 NameResolution
Overview
Link-Local Multicast NameResolution(LLMNR)
Multicast DNS (mDNS)

4 ServiceDiscovery

5 Summary

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

Overview

What is NameResolutionAbout?

Resolvesymbolic namesto IP addresses
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Overview

What is NameResolutionAbout?

Resolvesymbolic namesto IP addresses

Nameresolutionis usedfor userconvenienceand con�g
stability

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

Overview

What is NameResolutionAbout?

Resolvesymbolic namesto IP addresses

Nameresolutionis usedfor userconvenienceand con�g
stability

In Ad-hoc networks are no serverswhich can resolvenames
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Overview

What is NameResolutionAbout?

Resolvesymbolic namesto IP addresses

Nameresolutionis usedfor userconvenienceand con�g
stability

In Ad-hoc networks are no serverswhich can resolvenames

Peer-to-peerapproachis needed;donevia Multicast

De�nition (Multicast)

You put packets in at oneend, and the network conspiresto
deliverthem to anyonewho asks.

Like radio: data is sendwith a speci�ed frequencyand you
can tune your receiverto readthe data.
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Overview

What is NameResolutionAbout?

Resolvesymbolic namesto IP addresses

Nameresolutionis usedfor userconvenienceand con�g
stability

In Ad-hoc networks are no serverswhich can resolvenames

Peer-to-peerapproachis needed;donevia Multicast
There are two drafts that o�er a solution

Link-Local Multicast NameResolution(LLMNR)
Multicast DNS (mDNS)

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing
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Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing

Usesmulticast queriesand unicastanswers
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Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing

Usesmulticast queriesand unicastanswers

Resolvessingle-label nameson the local link (and not the
.local domain)
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Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing

Usesmulticast queriesand unicastanswers

Resolvessingle-label nameson the local link (and not the
.local domain)

No way to tell if the result was retrievedvia DNS or LLMNR
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Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing

Usesmulticast queriesand unicastanswers

Resolvessingle-label nameson the local link (and not the
.local domain)

No way to tell if the result was retrievedvia DNS or LLMNR

LLMNR is a DNS extension
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Link-Lo cal Multicast Name Resolution (LLMNR)

LLMNR Facts

Draft proposedby Aboba, Thaler, Esibo (Microsoft)

Had �nal call at IETF, did not passand went back for
re-editing

Usesmulticast queriesand unicastanswers

Resolvessingle-label nameson the local link (and not the
.local domain)

No way to tell if the result was retrievedvia DNS or LLMNR

LLMNR is a DNS extension

Incompatibleto DNS-basedServiceDiscovery
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)

UsesDNS with changedusagescenario
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)

UsesDNS with changedusagescenario

Describeswhat hasto be doneif DNS respondersstart
sendingand answering querieswith multicast networking
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)

UsesDNS with changedusagescenario

Describeswhat hasto be doneif DNS respondersstart
sendingand answering querieswith multicast networking

Uses.local top leveldomainfor nameson the local link
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)

UsesDNS with changedusagescenario

Describeswhat hasto be doneif DNS respondersstart
sendingand answering querieswith multicast networking

Uses.local top leveldomainfor nameson the local link

Namereservationand con
ict resolutionprotocol
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Multicast DNS (mDNS)

mDNSFacts

Draft proposedby Cheshire,Krochmal in 2005(Apple
Computer)

UsesDNS with changedusagescenario

Describeswhat hasto be doneif DNS respondersstart
sendingand answering querieswith multicast networking

Uses.local top leveldomainfor nameson the local link

Namereservationand con
ict resolutionprotocol

Fits nicelywith DNS-basedServiceDiscovery
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Multicast DNS (mDNS)

mDNSSpeci�cs

Namereservation
When joining a network a machinehasto claim a namein the
.local domain
Probingand claimingto detect and resolvecon
icts
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Multicast DNS (mDNS)

mDNSSpeci�cs

Namereservation
When joining a network a machinehasto claim a namein the
.local domain
Probingand claimingto detect and resolvecon
icts

Queryinginformation
DNS messagecan contain multiple queries/answers
No explicit \Do esnot exist" messagebut not receiving
answersafter a giventimeout is an indicator
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Multicast DNS (mDNS)

mDNSSpeci�cs

Namereservation
When joining a network a machinehasto claim a namein the
.local domain
Probingand claimingto detect and resolvecon
icts

Queryinginformation
DNS messagecan contain multiple queries/answers
No explicit \Do esnot exist" messagebut not receiving
answersafter a giventimeout is an indicator

Tra�c reduction(especiallyfor ServiceDiscovery)
Answersare sendvia multicast: all stationsreceiveresults
Records are cached,by default re-queryingevery60 minutes
Known Answer suppression,known answersare sendwith the
query
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Multicast DNS (mDNS)

UsageExample

Example(Claimingand Resolving)

1 Host A joins the network and tries to
resolveits name
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Multicast DNS (mDNS)

UsageExample

Example(Claimingand Resolving)

1 Host A joins the network and tries to
resolveits name

2 If there would be an answer a con
ict
would haveoccurredand another
namehad to be chosen
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Multicast DNS (mDNS)

UsageExample

Example(Claimingand Resolving)

1 Host A joins the network and tries to
resolveits name

2 If there would be an answer a con
ict
would haveoccurredand another
namehad to be chosen

3 Host A announcesits new namevia
multicast

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

Multicast DNS (mDNS)

UsageExample

Example(Claimingand Resolving)

1 Host A joins the network and tries to
resolveits name

2 If there would be an answer a con
ict
would haveoccurredand another
namehad to be chosen

3 Host A announcesits new namevia
multicast

4 Host A queriesfor monalisa.local via
multicast
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Multicast DNS (mDNS)

UsageExample

Example(Claimingand Resolving)

1 Host A joins the network and tries to
resolveits name

2 If there would be an answer a con
ict
would haveoccurredand another
namehad to be chosen

3 Host A announcesits new namevia
multicast

4 Host A queriesfor monalisa.local via
multicast

5 Host B answersusingmulticast
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1 Introduction

2 Instant Networking

3 NameResolution

4 ServiceDiscovery
Overview
Earlier Standards
DNS-basedServiceDiscovery(DNS-SD)

5 Summary
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Overview

ServiceDiscovery(SD) - What For?

Number of network servicesgrows rapidly
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Overview

ServiceDiscovery(SD) - What For?

Number of network servicesgrows rapidly

Modern PDAs and notebooks comewith wirelessnetworking
technology
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Overview

ServiceDiscovery(SD) - What For?

Number of network servicesgrows rapidly

Modern PDAs and notebooks comewith wirelessnetworking
technology

Allows applicationto search for serviceson the network
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Overview

ServiceDiscovery(SD) - What For?

Number of network servicesgrows rapidly

Modern PDAs and notebooks comewith wirelessnetworking
technology

Allows applicationto search for serviceson the network

In the past this was implementedper protocol (CUPS,SMB,
AppleTalk) - if at all
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Overview

ServiceDiscovery(SD) - What For?

Number of network servicesgrows rapidly

Modern PDAs and notebooks comewith wirelessnetworking
technology

Allows applicationto search for serviceson the network

In the past this was implementedper protocol (CUPS,SMB,
AppleTalk) - if at all

Generalapproachneededfor servicediscoverythat is
independentfrom the higher levelprotocol
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Overview

ServiceDiscovery(SD) - What is the Bene�t?

From the user'spoint of view:
ServiceDiscoverysimpli�es the task of �nding and utilizing a
network service
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Overview

ServiceDiscovery(SD) - What is the Bene�t?

From the user'spoint of view:
ServiceDiscoverysimpli�es the task of �nding and utilizing a
network service

From the administrator's point of view:
ServiceDiscoverysimpli�es the task of building and
maintaininga network
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Overview

ServiceDiscovery(SD) - What to Look For?
Interesting Criteria for Choosing a ServiceDiscoveryProtocol (SDP)

Directory and Peer-to-Peer: Central repository (managed
network) needed?
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Overview

ServiceDiscovery(SD) - What to Look For?
Interesting Criteria for Choosing a ServiceDiscoveryProtocol (SDP)

Directory and Peer-to-Peer: Central repository (managed
network) needed?

Openness:Basedon open standards? Caneverybody
implementit?
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Overview

ServiceDiscovery(SD) - What to Look For?
Interesting Criteria for Choosing a ServiceDiscoveryProtocol (SDP)

Directory and Peer-to-Peer: Central repository (managed
network) needed?

Openness:Basedon open standards? Caneverybody
implementit?

Strictness:Doesthe protocol de�ne everyaspect for �nding
and searching a service?
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Overview

ServiceDiscovery(SD) - What to Look For?
Interesting Criteria for Choosing a ServiceDiscoveryProtocol (SDP)

Directory and Peer-to-Peer: Central repository (managed
network) needed?

Openness:Basedon open standards? Caneverybody
implementit?

Strictness:Doesthe protocol de�ne everyaspect for �nding
and searching a service?

Systemand ManufacturerIndependence:Doesthe SDP
depend on a speci�c systemor manufacturer?
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Overview

ServiceDiscovery(SD) - What to Look For?
Interesting Criteria for Choosing a ServiceDiscoveryProtocol (SDP)

Directory and Peer-to-Peer: Central repository (managed
network) needed?

Openness:Basedon open standards? Caneverybody
implementit?

Strictness:Doesthe protocol de�ne everyaspect for �nding
and searching a service?

Systemand ManufacturerIndependence:Doesthe SDP
depend on a speci�c systemor manufacturer?

Existing Implementations:Do implementationsexist and are
they in real-world usagetoday?
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Overview

AvailableProtocols

Numerousprotocolsexist
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Overview

AvailableProtocols

Numerousprotocolsexist
Described here:

UniversalPlug and Play (UPnP)
Jini
ServiceLocation Protocol (SLP)
DNS-basedServiceDiscovery(DNS-SD)

Skip Standards
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No central servicedirectory available
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Earlier Standards

UniversalPlug andPlay (UPnP)

Suitablefor small and homeo�ce networks (SOHO)

No central servicedirectory available

You haveto becomea member of the UPnP forum to produce
UPnP-enabledproducts

UPnP de�nes how to accessservices

System and Manufacturer Independence:

Developed by an industry consortium found and leadby
Microsoft
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Earlier Standards

UniversalPlug andPlay (UPnP)

Suitablefor small and homeo�ce networks (SOHO)

No central servicedirectory available

You haveto becomea member of the UPnP forum to produce
UPnP-enabledproducts

UPnP de�nes how to accessservices

Developed by an industry consortium found and leadby
Microsoft

Existing Implementations:

No open implementation,known mainly for port forwarding in
SOHOrouters
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Earlier Standards

Jini

Directo ry and Peer-to-Peer:

Architectureto federategroupsof devicesand servicesto a
single,dynamicdistributedsystem

Needscentral lookup server,not applicablefor ad-hoc
networks
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Needscentral lookup server,not applicablefor ad-hoc
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Developed by Sun Microsystems,Open Sourcesince2005,
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casesa Javabinary object (\driver")
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Dependson Java,eachdeviceneedsa JavaVirtual Machine
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Earlier Standards

Jini

Architectureto federategroupsof devicesand servicesto a
single,dynamicdistributedsystem

Needscentral lookup server,not applicablefor ad-hoc
networks

Developed by Sun Microsystems,Open Sourcesince2005,
rarely used

Querydoesnot only return pointer to servicebut in some
casesa Javabinary object (\driver")

Dependson Java,eachdeviceneedsa JavaVirtual Machine

Existing Implementations:

Open implementationavailableby Sun (Porter Project)
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Earlier Standards

ServiceLocationProtocol (SLP)

Directo ry and Peer-to-Peer:

Directory Agent (DA) for central servicerepository in
managednetworks

DA is optional and thus SLP is alsosuitablefor ad-hoc
networks
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Earlier Standards

ServiceLocationProtocol (SLP)

Directory Agent (DA) for central servicerepository in
managednetworks

DA is optional and thus SLP is alsosuitablefor ad-hoc
networks

Openness:

Open Standard de�ned in RFC 2608(updated version2)
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Earlier Standards

ServiceLocationProtocol (SLP)

Directory Agent (DA) for central servicerepository in
managednetworks

DA is optional and thus SLP is alsosuitablefor ad-hoc
networks

Open Standard de�ned in RFC 2608(updated version2)

De�nes plain servicediscovery

Well-known servicetemplatesfor servicespeci�cation

IANA maintainsa repository of templates

Independentstandard

Existing Implementations:

OpenSLPis an open implementationmaintainedby Novell
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DNS-based Service Discovery (DNS-SD)

DNS-SDFacts

Newest approach,developed by Cheshire,Krochmal (Apple)
in 2005
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DNS-based Service Discovery (DNS-SD)

DNS-SDFacts

Newest approach,developed by Cheshire,Krochmal (Apple)
in 2005

Conventionfor namingand structuring DNS resourcerecords
(RR)

Givena type of serviceand a domainreturnsa list of named
instancesof that desiredservice

Usesonly standard DNS queries

AlreadyavailableDNS serversas central servicerepositories

With mDNS works in an ad-hoc networks

Implementedin manydevicesalready

DNS additional record generationto reducetra�c
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DNS-based Service Discovery (DNS-SD)

Protocol Overview

Managednetworks
Sendsqueriesto DNS server
No direct answer facility
DNS UPDATE can be usedto registerserviceswith DNS
server
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DNS-based Service Discovery (DNS-SD)

Protocol Overview

Managednetworks
Sendsqueriesto DNS server
No direct answer facility
DNS UPDATE can be usedto registerserviceswith DNS
server

Ad-hoc networks
Initial announcementif servicegoeslive
Queriesand answersvia mDNS
Answersauthoritatively for all matchingqueriesif not in
known answers

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

DNS-based Service Discovery (DNS-SD)

Queryprocedure

1 Queryfor PTR RR for service.proto.domain,returns list of
instances
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1 Queryfor PTR RR for service.proto.domain,returns list of
instances

2 Presentlist to userand decidefor an instance
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DNS-based Service Discovery (DNS-SD)

Queryprocedure

1 Queryfor PTR RR for service.proto.domain,returns list of
instances

2 Presentlist to userand decidefor an instance

3 QuerySRV RR for instancefor basicservicedata (port, host
etc.)
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DNS-based Service Discovery (DNS-SD)

Queryprocedure

1 Queryfor PTR RR for service.proto.domain,returns list of
instances

2 Presentlist to userand decidefor an instance

3 QuerySRV RR for instancefor basicservicedata (port, host
etc.)

4 QueryTXT RR for instancefor additional info (service
speci�c)
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DNS-based Service Discovery (DNS-SD)

DecisionCriteria

Directo ry and Peer-to-Peer:

Standard DNS serverscan be usedas central repositories

Usagein ad-hoc networks via mDNS
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DNS-based Service Discovery (DNS-SD)

DecisionCriteria

Standard DNS serverscan be usedas central repositories

Usagein ad-hoc networks via mDNS

Openness:

Proposedopen standard, status: Internet Draft
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Well-known servicetemplatesfor servicespeci�cation
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DNS-based Service Discovery (DNS-SD)

DecisionCriteria

Standard DNS serverscan be usedas central repositories

Usagein ad-hoc networks via mDNS

Proposedopen standard, status: Internet Draft

De�nes plain servicediscovery

Well-known servicetemplatesfor servicespeci�cation

Independentstandard

Existing Implementations:

NumerousOS implementations:Bonjour (Apple), howl, Avahi
(FreeDesktop.org)
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DNS-based Service Discovery (DNS-SD)

UsageExample

Example(Announcingand Searching)

1 Host A joins the network and so did
not get Printer B's announcemessage
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UsageExample

Example(Announcingand Searching)

1 Host A joins the network and so did
not get Printer B's announcemessage

2 Host A looks for ipp. tcp.local to �nd
a printer
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DNS-based Service Discovery (DNS-SD)

UsageExample

Example(Announcingand Searching)

1 Host A joins the network and so did
not get Printer B's announcemessage

2 Host A looks for ipp. tcp.local to �nd
a printer

3 Printer B answers the query. It creates
additionalDNS RR in the answer for
tra�c reduction

Tim Niemueller Instant Networking and Dynamic Service Discovery



Intro duction Instant Networking Name Resolution Service Discovery Summary

DNS-based Service Discovery (DNS-SD)

UsageExample

Example(Announcingand Searching)

1 Host A joins the network and so did
not get Printer B's announcemessage

2 Host A looks for ipp. tcp.local to �nd
a printer

3 Printer B answers the query. It creates
additionalDNS RR in the answer for
tra�c reduction

4 Another Host C which was on the
network before A now alsohasthis
information
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1 Introduction

2 Instant Networking

3 NameResolution

4 ServiceDiscovery

5 Summary
ZeroConf
DemoScenario
End of Talk
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What makesZeroConf?

1 Link-Local IPv4 Addressing(AutoIP)
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ZeroConf

What makesZeroConf?

1 Link-Local IPv4 Addressing(AutoIP)

2 Multicast DNS (mDNS)

3 DNS-basedServiceDiscovery(DNS-SD)

Protocol stack for instant networking and servicediscovery

Known as ZeroConfor Bonjour (Apple)

Implementationsexist for all major systems

Implementedin virtually all new printers

End of Talk
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Demo Scenario

Host A Joinsthe Ad-hoc Network

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local
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Demo Scenario

Host A Claimsan IP Address

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.22.8 ?
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Demo Scenario

IP con
icts with Host D

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.22.8 ?

Con
ict!
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Demo Scenario

Host A ClaimsanotherIP Address

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6 ?
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Demo Scenario

Host A Waits For PossibleCon
icts

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6 ?
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Demo Scenario

Host A Hasan IP And CanTransferData

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
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Demo Scenario

Host A ClaimsA Name

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local ?
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Demo Scenario

Host A Waits For PossibleCon
icts

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local ?
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Demo Scenario

Host A Claimeda NameAnd Is Now monalisa.local

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local
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Demo Scenario

monalisa.local AsksFor File Services

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local

? PTR ftp. tcp.lo cal
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Demo Scenario

countzero.local andnewrose.local Answer

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local

! PTR Photos. ftp. tcp.lo cal
! SRV Photos. ftp. tcp.lo cal
! TXT Photos. ftp. tcp.lo cal path=/photos

! PTR Linux. ftp. tcp.lo cal
! SRV Linux. ftp. tcp.lo cal
! TXT Linux. ftp. tcp.lo cal path=/linux

! PTR Share. ftp. tcp.lo cal
! SRV Share. ftp. tcp.lo cal
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Demo Scenario

monalisa.local UsesFTP on newrose.local

A

B

C

D

169.254.19.10

169.254.23.42

169.254.22.8

newrose.local

countzero.local

gernsback.local

169.254.28.6
monalisa.local

FTP
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End of Talk

Questions?

Information compiledat
http://www.niemueller.d e/un i/md nssd/

Tim Niemueller Instant Networking and Dynamic Service Discovery


	Introduction
	Roadmap
	Motivation
	Networking Requirements

	Instant Networking
	Overview
	Dynamic Host Configuration Protocol (DHCP)
	Link-Local IPv4 Addressing (AutoIP)

	Name Resolution
	Overview
	Link-Local Multicast Name Resolution (LLMNR)
	Multicast DNS (mDNS)

	Service Discovery
	Overview
	Earlier Standards
	DNS-based Service Discovery (DNS-SD)


